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References: See Attachment

This memorandum reiterates the importance of properly protecting c)ontrolled
unclassified information (CUI) placed on information systems connected to the Internet,
especially those that use file transfer protocol (FTP), peer-to-peer (P2P), and other
protocols that are inherently insecure and pose significant security risks. DoD is
currently hosting thousands of such sites and, in spite of previous direction, far too much
CUI data is still publicly accessible from these DoD sites. This situation must be
corrected promptly. All information to be made accessible to the general public must be
properly cleared for public release before it is posted and the hosting site safeguarded per
References (a) through (1). Particular attention should be paid to safeguarding personally
identifiable information (PII) (Reference (b)).

Proper system configuration and the employment of specified risk mitigation
techniques as set out in the Security Technical Implementation Guides (STIGs) are
critical to properly protecting sensitive DoD data. These should be verified during
system certifications. Additionally, due to inherent risks, sites using FTP, P2P and other
insecure protocols should migrate to more secure protocols where feasible.
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Whenever appropriate safeguards are not employed, such as when it is not
“possible” or “practical,” such exceptions shall be appropriately assessed for risk by the
Designated Accrediting Authority (DAA) and documented in a Plan of Actions and
Milestones, in accordance with the guidance set out in Reference (I). Ihave directed the
Defense-wide Information Assurance Program office to follow-up to ensure such
documentation is maintained.

To ensure information regarding the requirement for protecting CUI on
information systems is widely and effectively disseminated, DoD components are highly
encouraged to incorporate it in training for in-processing new personnel and in annual
security refresher training and périodic security awareness briefings for the workforce.
Components are also encouraged to publish this information in installation newspapers,
daily bulletins, and other media to reemphasize the policy.

For additional information or assistance regarding this memorandum, please

contact Mr, Rick Aldrich, richard.aldrich.ctr@osd.mil, 703-602-9991, or Mr. John
Hunter, john hunter@osd.mil, 703-602-9927.
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