DA&M Memorandum, “Social Security Numbers (SSN) Exposed on Public Facing and Open Government Websites,” was written to address privacy concerns arising out of the Department’s efforts to facilitate government transparency and comply in part with OMB Memorandum 10-06, “Open Government Directive,” as well as other DoD issuances requiring the protection of an individual’s information.  
Specifically, this DA&M Memorandum prohibits the publication of an individual’s SSN on Open Government websites, or those sites operated by, or on behalf of, the Department in accordance with the provisions of the OMB directive above. 
This DA&M Memorandum also addresses the publication of SSNs on any “public facing” website, or any website maintained by, or on behalf of, the Department which the general public may access without credential and without certification that they have a demonstrated need to know such information in pursuit of a valid DoD function.  Such public facing websites may include social networking applications, blogs, FOIA ‘reading rooms,’ and other publicly accessible websites.  
Finally, while the sharing of Personally Identifiable Information (PII) with non-DoD entities is often necessary to fulfill essential functions, PII must not be published on public facing websites.  Components must ensure that third parties, such as private entities and other government agencies, agree not to publish PII which has been shared with them on their own public facing or open government websites.
